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To use the FSL matrix, each of the factors is examined and a point value is assigned based on the
provided scoring criteria. The points for all factors are then added together and a preliminary
FSL is identified based on the sum. The assessor may then consider any intangibles that might be
associated with the facility. The FSL may be adjusted by either a one-level increase or a one-
level decrease after considering intangibles, thus determining the final FSL. If an adjustment to
the FSL is made, it must be documented accordingly.

Table 1: Interagency Security Committee Facility Security Level Determination Matrix

Points

Mission

Criticality LOW MEDIUM HIGH VERY HIGH
Symbolism LOW MEDIUM HIGH VERY HIGH
Facility <100 101-250 251-750 > 750
Population

10,001— 100,001— > 250,000

Facility Size | <10,000sq. ft. | 354 000 sq. ft. | 250,000 sq. ft. | sq. ft.

Threat to
Tenant LOW MEDIUM HIGH VERY HIGH
Agencies
Sum of
above
Facility . : . . Il; 13-17 IV: 18-20 Preliminary
Security Level I:5-7 Points Il: 8-12 Points | s Points FSL
+/-1FSL
Intangible e
Adjustment Justification
Final FSL

Note: For information on Level V facilities refer to Section 4.5.
4.4 Facility Security Level Scoring Criteria

4.4.1 Mission Criticality

The value of a facility to the Federal Government is based largely on the mission of the facility,
particularly as it may relate to NEFs and other examples of government activities listed below.

The Risk Management Process: 7
An Interagency Security Committee Standard
Facility Security Level Determinations for Federal Facilities



As vital as it is for the government to perform these activities, it is equally attractive to
adversaries to disrupt important government missions. The mission criticality score is based on
the criticality of the missions carried out by Federal tenants in the facility (not by the tenant
agencies overall). In a multi-tenant or mixed multi-tenant facility, the highest rating for any
Federal tenant in the facility should be used for this factor. Continuity of Government (COG) and
Continuity of Operations (COOP) documents are good sources of information regarding the
performance of essential functions. The security organization cannot, on its own, determine the
mission criticality of a tenant. This factor is decided by the tenant.

Table 2: Mission Criticality

Value Points Criteria Examples
National leadership, seats Qf. constitutional White House, the US Capital building,
branches. Houses chief officials for a .
the Supreme Court building
branch of government
Communications centers that support White House Communications Agency
national essential government functions facilities
Houses essential communications, Intelligence community facilities,
workstations, electronic equipment, or including communications; Top Secret
hardcopy documentation necessary for information, and weapons/munitions
defense or intelligence activities storage
Houses individuals necessary to advance
American interests with foreign U.S. Department of State headquarters
governments.
Houses government officials of foreign Foreign embassies and consulates in
nations the United States
Very High indivi iali .
y nig Hoqses individuals or spgmah_zed U.S. Coast Guard, ports of entry, Joint
equipment necessary to identify and .
. Terrorism Task Force and Counterdrug
analyze threats to homeland security. T .
. L= Task Force activities, intelligence-
Conducts comprehensive criminal . . .
. L : ) . , gathering locations, Fusion Centers,
investigative work involving high profile atc
crimes '
- Emergency operations centers,
Houses personnel or specialized .
. : : national response assets (e.g.,
equipment necessary to identify or respond
. S : Nuclear Emergency Support Teams),
to large-scale or unique incidents or is an " . :
. = h” COG facility (as defined in Federal
identified COG facility L A
Continuity Directive-1)
Houses personnel_ or spemahzed . U.S. Department of Commerce
equipment essential to regulating national - :
i . . - building, FEMA Emergency Operations
fiscal or monetary policy, financial markets,
; 4 Center
or other economic functions
Contains currency, precious metals.’ or U.S. Mint facilities, Federal Reserve
other material necessary to maintain -
i . buildings
economic stability
8 The Risk Management Process:
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